Remote office office office office
Performance
Concurrent Users | 8 | 16 | 32 | Unimiced|
Remote Access Users | 1 | 10 15 | 2

Security

Frowall e e v v

SmartDefense Intrusion

Prevention

Application Intellgence Y T RO R R
Instant Messaging Security | |

PP Seauriy e e

Microsoft Network Protocol
Security

Tntegrated Anrs | e | v e | v
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~Clstom TCPIUDP portscanning| v | v | v | v
T ZRTARIGE FleSwpport v | v e | v
"~ Griimited fle size mspection| | v | ¥ | v
T Sweamng At | v | v v
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Web fitering e | v | v

Denial of Service Security v v v v




Anti-Spooﬁ ng W v W W

Port-based/TagBased VLANs |, | o | | o |

Total Access Protection
integration with Integrity v v v

v
B02.Ix Port Based Authentication | w | < | < | e
W

User Quarantine on

Authentication Failure v v v

Hotspot

Authentication/Authorization v v v v
RADIUS based Dynamic VLAN

Assignment v v v v

VPN

A Encopton ] v | v v | v

OES | ., | v | v | v |
e . ., | /| v | v |

Pre-shared secret Site-to-Site

Authentication v v v v
Check Point Internal Certificate
Authority certificate Site-to-Site v v v v

Authentication

x.509 Certificate Site-to-Site
Authentication v v v v

Domaimbased Site to5te VPN - | v | < v | e
Route based StetoSte VPN |y | v v | v
VPN Community Paricpation | v | v | v
Remote Access VPN Server | v | v v | v
SecuRemote VPN Client Licsmse | v | v | v | v |
Fardware VPN Clent | v | v v | v
I 1) R IR RV RV

T Aomac o v | v v | v
“RADIGS autheniaton| v | v | v
“Presared Secretauthenication| w | v v | v
" SeureD auenticaion |y | v | v
T IDAPACve Drectoy v | v v | v
T TACAGS tenticaion ™|y | v v | v
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XAUTH authentication v ¥ ¥ ¥




Certificate-based authentication**

-_---
[PSec Compression | ., | o | | |

Hardware random number
generator

TP over Psee L e | v
Networking

OSPFRouting | v | v | v | v
SourceRouting | v v | v | v
SaicNAT v e v | v
FideNat v v v v

e I e
Assignment

I IR PR PR B
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DRCPServer | v | v v .
DRCPRemy | v | v v .
Optional integrated ADSL modem | | v | v | ¢
I IR R PR B
. P B B R
PP, | , | v | v |
A, | ., | /| v |

ADSL Standards ADSL2, ADSL2+, T.1413 G.DMT (G.992.1), G.Lite
(G.992.2), ANNEX A (ADSL over POTS), ANNEX
B (ADSL over ISDN)

Bandwidth Management |, | | | 4 |
_ TraffcShaper] | , |, | 4 |
__ DiffServTaggingl | , |, | o |
High Availability

Gateway High Avalabily Ready | w | v | v | v
VPN Site Failover MEP) | | | o, | o |
BackwplSP | | , |, | 4 |

Dialup Backup (requires external
modem)

Dead Link Detection




Automatic Failover v v v v
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Wireless LAN

(A I A R
EESOZIIE
Swero
Wirdess seaurtty
Wircless Range (regular mode) | L
Wireloss Range (oxtended mode) | L
Wireless Multmedia (WHMM) Q08 | | L
Up to 4 Virwalaceess ponts |
Local Management

Tnsalaton Wizard | e v | e | v
Frowal Wird v | v v v
VPN Waard e v | v | v
SmartDefense Wizard | e v
Toartoss v v
HTTPS remote mamagement | w | v | v | v
Centralized Management

SmartCenter UTM and Power 1w | v | < |
T IR NV RV R
Provider 1 v v v | v

SmartView Tracker Central
Logging

B R B PR P
Eventia Analyzer event correRtion| v | v | ¢ | v
SmarUpaate L v | v v
SmartDefense Services Updates | w | v | v | ¢
Out of Band Management

ClvassH | v . < v
Clivaseral Port | v e | v | v
SNMP Monitoring ||y v

Interfaces and Ports
4 Ports 10/100 LAN Switch Ports v v v v




| WAN Port (ADSL or Ethernet)

A S AP B B
el Port e | .

O3B Print Server Ports
Hardware Specifications

Warranty | Year Hardware

* Web filtering is available via OPSEC integration

** Available when connecting to VPN-1 UTM or VPN-I Power gateways

%k Requires clients to have select wireless NICs

ik USB Ports are available only in the models with integrated ADSL modem
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